PGP Pre-Enrollment, Enrollment and Encryption Procedures

Pre-Enrollment Procedures

To start the PGP Desktop software activation wizard, perform the following steps.

Step 1: Left click on your Start menu and choose “Run...” by left clicking on the Run
icon

Programs [3

©
- Documents 3
=
& Settings ,
£
E Search 3
% Help and Support
T
E Run...
=
—
= Shut Down...

J‘I; start &l Eli shub

Step 2: Enter the following command c:\pgpenroll.bat in the space provided, then
click OK. This will start the PGP Enrollment Wizard (see screenshot below for help).

= Type the name of a program, folder, document, or
e Internet resource, and Windows will open it For wou,

Qpen: | c:\pgpenrall. bat v|

[ ok ][ Cancel ][ Browse... ]
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PGP Desktop Client Enrollment Procedures
Step 1: Enter your campus domain credentials and click Next. This username and
password are the same as what you would use to login to your computer here at

work. If you get an error trying to authenticate, please contact Desktop Support at
ext. 58344 to resolve the authentication error so you can proceed.

PGP Setup Assistant

PGP Enterprise Enrollment Assistant

B - ||~ Siaskion 0

Please enter your domain authentication credentials.

Enterprise Enrollment

New User User name:
Key Setup | jsmith |
Key Generation
Virtual Disk
Whole Disk Fene
Additional Features | LD LT |

< Back ‘ exk = J [ Cancel J [ Help J
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Step 2: Choose “I am a new user” and click next.

PGP Setup Assistant

User Type

This assistant will help vou configure PGP and initialize wour keys.

Enterprise Enrollment Please select one.
New Liser
Lsar T @I A & NEwW User,

{731 have used PGP before and T have existing keys.

Key Setup

Key Generation
Yirtual Disk
Whole Disk

itional Features

< Back L Mext = J [ Cancel J [ Help J

Step 3: Click next.

PGP Setup Assistant

PGP Key Generation Assistant

This assistant will help vou generate a new PGP key, A kev is required by each
participant in the secured email loop, Using a key will also provide the highest level of

Enterprise Enrollment corvenience when creating PGP Archives and PGP Disks,
ey ser f Id like inf i b key is and b ks, ch b
Key Setu IF you waould like mare information on what a key is and how PGP warks, choose the
Y p PGP Desktop Help menu,

Key Generatior

If vou use a hardware token please insert it now, Your token information will display
below,

1 e r
Yirtual Disk
Whole Disk

nal Features

Generake Key on Token:

< Back L Mexk = J I_ Caniel J I_ Help J
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Step 4: Enter your Full Name and Campus Email address in the space provided
and click next.

PGP Setup Assistant

Name and Email Assignment

Ewvery key pair must have a name associated with it. The name and email address let
waur correspondents know that the public key they are using belongs to yvou,

Enterprise Enrollment
New User Full Rame: |J0hn Smith |

Key Setup

Key Generation Primary Ermail: |ismith@csu|b.edu | [ Mare = J

Whole Disk
nal Features

Click advanced Far more key settings,

[ < Back ]E Mext = J[ Cancel ] [ Help J

Step 5: Click Next.

PGP Setup Assistant

Administrator Options

‘faur Administratar has configured PGP to include the Following options in the key
generation process:

Enterprise Enrollment
New User

Key Setup

Key Generation

- Organization Key: |csulb.edu |

- Additional Decryption |csulb-adk <papadmins@csulb. edu> |

Everyvthing encrypted to wour key pair will also be encrypted to the additional
Decryplion Key,

eration
Virtual Disk
Whole Disk
nal Features

[ < Back JE Mgk = ][ Cancel ] [ Help J
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Step 6: Click on the “Show Keystrokes” checkbox. Then enter a passphrase (you will
actually enter it twice, both boxes) to be used to protect your private key. You will
use this passphrase often when using PGP Desktop (Used to “mount” and “unmount”
virtual disks, and to start a whole disk encrypted hard drive). Then click next to
continue.

PGP Setup Assistant

Passphrase Assignment

n Blale ; Your private key will be protected by a passphrase. It is important that vou keep this
| . I]’ESktﬂl] 9 passphtase secret and do not write it down,

Enterprise Enrollment

New User Wour passphrase should be at least 12 characters long and should contain
Key Setup non-alphabetic characters.
Key Generation
Introduct
Show Keystrokes
Passphrase: OurPazzPhrase
Virtual Disk
Whole Disk
nal Features Passphrase Quality; [CCITITITITITTTITITIT] )

Minimum Quality:  [Frrrrsrsessmen 8|

Confirmation: I‘r’DurF‘amF‘hrase

[ < Back u ek = i [ Canicel J [ Help J
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Step 7: Click on “Show Keystrokes” checkbox. Then fill out the Key Reconstruction
questions and answers, and click next. This is used in case you ever forget your
passphrase. You have the option to customize the questions, if desired.

Key Reconstruction

If wou ever lose wour passphrase of key, PGP will allow vou to reconstruck wour key
pair using information which vou supply now,

Enterprise Enrollment
7 New User Enter 5 answers to questions that anly you would know, The questions shown are
: only examples. You should try to come up with vour own questions, You musk be
Key Setup able to remember 3 of these answers if vou ever need bo reconstruct your key pair,

Key Generation

Prompt #1 |What is my...? Answer #1 [answer

Prompk #2 |What 1z my favonte tem? | Answer #2 Ian$wer

Virtual Disk
Whole Disk Prompt #3 |What was on my chair? Answer #3 Ian&wer
nal Features
Prompt #4 |Where is that secret place? | Answer #4 Ianswer
Prompt #5 |Where did | hide the: toys? | Arswer #5 Ian&wer
Show Kevstrokes

[ < Back JL et = i[ Cancel ] [ Help J
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Step 8: Click next.

PGP Setup Assistant

Enterprise Enrollment
New User
Key Setup
Key Generation
Ir |

Virtual Disk
Whole Disk
nal Features

Step 9: Click Done.

PGP Setup Assistant

P G| P Mlaskiop §

Enterprise Enrollment
New User
Key Setup

Virtual Disk
Whole Disk
nal Features

Key Generation Progress

Key generation can invaolve mulkiple steps, Some of these steps may require several
minutes ko complete,

Key generation steps:
¥ Generating Key
v Generating Sublesy

v Sending Key Reconstruction Data bo Server

Owerall progress:

= Back Cancel

Completing the PGP Key Generation Assistant

You have successFully generated a PGP key pair,

au will now be able to receive secure messages and sign docurments,

Click Done to complete this portion of the Setup Assistant and add your new key pair
ta vour keyring.

Cancel Help
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Step 10: Click Finished. (Note: There are two more steps after this)

PGP Setup Assistant

Congratulations!

PGP Deskiop is now ready For use,

Launch and control PGP Deskkop From the Windows system bray

'E_r_l_t_erprise Enrollment
News User

Key Setup

Key Generation
Virtual Disk

Whaole Disk
Additional Features

Done

# 9,01 10:59

Erase sensitive docurments by dragging them to the PGP Shredder icon now located on
wour desktop

=
‘;"’*;9

= Bachk L Finish J[ Cancel ] [ Help J

Step 11: Left Click once on the PGP Desktop icon that appears in the lower right
hand corner of your taskbar. Then uncheck the “Use PGP Email Proxy” option.

Stop PGP Services

About PGP Deskiop
Check for Updates. ..
Help

v Lse PGP Email Prosxey
Use PGP AIM Prowy

Opkions. ..
Open PGP Desktop

Clear Caches
Unmounk PGP YWirkual Disks

Current Window »
Clipboard
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Step 12: Click OK to the “PGP Alert” that pops up. Now you have completed the
Enrollment of the software.

PGP Alert

L ] ':, This change may nok take effect unkil wou restart wour email program.

Encryption Procedures

Instructions for Enabling Whole Disk Encryption

Step 1: Open PGP Desktop by clicking on the PGPTray icon and selecting “Open PGP
Desktop”, or by going to Start Menu->Programs—>PGP and selecting PGP Desktop.

i

Skop PGP Services

About PGP Deskkop
Check for Updates, ..
Help

Use PEP Email Prosos
Use PGP AIM Proxy

Options. ..
Open PGP Desktop |

Clear Caches
Unmaunk PGP Yirkual Disks

-

Current Window
Clipboard b
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Step 2: Select the “Encrypt Whole Disk” icon under the PGP Disk tab.

¥ PGP Desktop - PGP Disk
File Edit W¥ew Tools Disk Help

E Mew PGP Zip &g Verify PGP Zip [j]m;ﬂ Shred Files 'r_-é\ KeySearch :‘::";) Svnc Keys
(3

g | B..popDisk

C.p. all Keys
A My Private Keys

.\ Search for Keys

Select Disk

w0 imap.csulb.edu
i keys.csulb.edu

| (=8 MessagnglLos whole Disk authentication

N
%] hew PG Zip

@ Werification History
=9 ©pen aPaP Zip

‘2& PGP Disk

| Mew Virtual Disk .
[ Encrypt Whale Disk | —-sff—d e : OurPazzPhraze
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Step 3: Choose the Fixed Disk you wish to encrypt, then enter your passphrase,
confirm your passphrase and click Start.

A. Highlight the Fixed Disk to encrypt
B. Select Show Keystrokes
C. Enter your passphrase, and confirm your passphrase

D. Click Start

File Edit Mew Tools Disk Help

@ Mew PER Zip Q/ ‘erify PGP Zip m Shred Files “{2\ KeySearch %’) Svnc Keys

B . PGP Disk

Select Disk

:I?- Al keys
My Private keys
\}\ Search for Keys

{Boot)
tual IDE Hard Driy

i imap.csulb.edu

0 kews.csulb.edu

|| Messaging Lag

Whole Disk Authentication

# Mew PGP Zip

(4 Werification History

7|
A

Open a PaP Zip

e PGP Disk

Mew Yirtual Disk.
, v OurPassPhrass |
[ Encrypt Whole Disk T OurPazzPhraze
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Step 4: Read the Whole Disk Encryption process details and click OK to proceed.
Please note that this process will take up to 10 hours to complete. During this time
you may work on other applications. It is best not to shut down or interrupt this
process in any way.

PGP Alert X

several howrs, you may continue ko use your computer during this time, IF wour computer is Shutdown or placed on Standby, the encryption process

' ': Encrypting vour disk is a background process that should not inkerrupt wour normal computer activities, While Fully encrypting wour disk may take
will pause and resume automatically when your computer is running again,

On laptop computers, the disk is encrypted only when the laptop is not running on batteries, The encryption pracess is automatically paused when
vour laptop is on battery power, and is automatically resumed when on AC power,

Click OK to proceed with encrypting the disk, or click Cancel to abort,

‘ Ok, i[ Cancel ]

Step 5: When the encryption process is complete, restart your computer. Before
you see the login screen you will be prompted to enter your passphrase in order to
access the files on your computer. The window you will see is displayed below.

Type in your passphrase and press Enter on your keyboard.

# &P Desktop9

e disk 1 secured byl PGP Hhele Disk Encruption

TUpE uplr paseplirase andl press ENTER

ise EBC to clear, 6r TAB 16 show KeustroKkes

> ont inue
fielzirc )

*1f you have any questions after going through these procedures, please
contact Network Services Desktop Support at ext. 58344
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