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Pre-Enrollment Procedures 

To start the PGP Desktop software activation wizard, perform the following steps. 

Step 1: Left click on your Start menu and choose “Run…” by left clicking on the Run 
icon 
 

 

Step 2: Enter the following command c:\pgpenroll.bat in the space provided, then 
click OK.  This will start the PGP Enrollment Wizard (see screenshot below for help). 
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PGP Desktop Client Enrollment Procedures 

Step 1: Enter your campus domain credentials and click Next.  This username and 
password are the same as what you would use to login to your computer here at 
work.  If you get an error trying to authenticate, please contact Desktop Support at 
ext. 58344 to resolve the authentication error so you can proceed. 
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Step 2: Choose “I am a new user” and click next. 
 

 

Step 3: Click next. 
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Step 4: Enter your Full Name and Campus Email address in the space provided 
and click next. 
 

 

Step 5: Click Next. 
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Step 6: Click on the “Show Keystrokes” checkbox.  Then enter a passphrase (you will 
actually enter it twice, both boxes) to be used to protect your private key.  You will 
use this passphrase often when using PGP Desktop (Used to “mount” and “unmount” 
virtual disks, and to start a whole disk encrypted hard drive). Then click next to 
continue. 
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Step 7: Click on “Show Keystrokes” checkbox.  Then fill out the Key Reconstruction 
questions and answers, and click next.  This is used in case you ever forget your 
passphrase.  You have the option to customize the questions, if desired. 
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Step 8: Click next. 
 

 

Step 9: Click Done. 
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Step 10: Click Finished. (Note: There are two more steps after this) 
 

 

Step 11: Left Click once on the PGP Desktop icon that appears in the lower right 
hand corner of your taskbar.  Then uncheck the “Use PGP Email Proxy” option. 
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Step 12: Click OK to the “PGP Alert” that pops up.  Now you have completed the 
Enrollment of the software. 

 

 

Encryption Procedures 

Instructions for Enabling Whole Disk Encryption 

Step 1: Open PGP Desktop by clicking on the PGPTray icon and selecting “Open PGP 
Desktop”, or by going to Start Menu Programs PGP and selecting PGP Desktop. 
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Step 2: Select the “Encrypt Whole Disk” icon under the PGP Disk tab. 
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Step 3: Choose the Fixed Disk you wish to encrypt, then enter your passphrase, 
confirm your passphrase and click Start. 

A. Highlight the Fixed Disk to encrypt 

B. Select Show Keystrokes 

C. Enter your passphrase, and confirm your passphrase 

D. Click Start 
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Step 4: Read the Whole Disk Encryption process details and click OK to proceed.  
Please note that this process will take up to 10 hours to complete.  During this time 
you may work on other applications.  It is best not to shut down or interrupt this 
process in any way. 
 

 

Step 5:  When the encryption process is complete, restart your computer.  Before 
you see the login screen you will be prompted to enter your passphrase in order to 
access the files on your computer.  The window you will see is displayed below.  
 
Type in your passphrase and press Enter on your keyboard. 
 

 

*If you have any questions after going through these procedures, please 
contact Network Services Desktop Support at ext. 58344 

 


